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.!. Alberta Hea"h Workspace One Enroliment

Ser\lices for BYOD iOS Devices

Overview

Alberta Health Services has selected VMware Workspace ONE as our Enterprise Mobility
Management Platform. Some of the benefits Workspace ONE provides once installed are:

The ability for AHS to push applications directly to your AHS device to ensure the right
versions are installed and save you from having to follow complicated configuration
instructions.

A self-service portal that enables you to change your passcodes or help locate a lost
device.

Enable AHS devices to securely and easily connect to AHS resources like AHS email,
Epic applications, Sharepoint, and Insite.

Notifies you when the operating system or applications need updating on your device.

Before you Begin

This user guide should be used with Apple iPhones and iPads. If you have an Android device
click here to access the correct user guide for your device. This user guide is based on iOS
12.4.1, using an older version of iOS may result in slightly different screens and the sequence
they appear. Depending on the quality of your internet connection it will take 5 — 10 minutes to
enroll into Workspace ONE.

Upgrade to the latest supported iOS version for your device.

o Click here for Apple’s instructions on how to update your iOS.
It is highly recommended that you back up your device before enrolling into Workspace
ONE.

o Click here for Apple’s instructions on how to back up your device.
Connect to a Wi-Fi network during enroliment as the process will require increased data
usage.
Ensure your device has a 4 to 6 digit passcode to unlock the device.
For issues during the enrollment process, please contact the AHS IT Service Desk at 1-
877-311-4300.

What to expect after you install Workspace One Intelligent Hub

Please note that if f you have already enrolled your mobility device in WS1 to access your Epic
apps at sites that have already gone live with Connect Care please skip to_Setting up your AHS
email on your device on page 14

After enrolling in Workspace ONE your device will:
1. Time out after a period of inactivity and require a passcode to unlock it

2.

3.

Check periodically to make sure the device meets AHS compliance policies, such as
passcode requirements.
Perform otherwise as it did before you installed Workspace One
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Installing Workspace ONE

Reminder: If you have already enrolled your mobility device in WS1 to access your Epic apps
at sites that have already gone live with Connect Care please skip to_Setting up your AHS email

on your device on page 14

1. Install the Workspace One Intelligent Hub app on your phone from the App Store by
searching for Intelligent Hub and then tapping on the GET or download icon.

/u/TELUS LTE 12:56 PM 7 E\

1. intelligent hub @ Cancel
Intelligent Hub
v xRy 4

Sagn on once to easily
cens worn soen

2. When Intelligent Hub app has finished downloading, tap Open.

/ Intelligent Hub
r‘ OPEN
O s

3. Start the enrolliment process by either scanning the QR code or manually entering the
Email Address or Server in the assigned fields.
Note: For ease, we recommend using the QR code below.
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Option 1: Use the QR Code

4. Tap QR Code.

5. Tap OK to allow the Hub to access your phone’s camera and scan the QR code.

2 QR Code
‘ 2
“Hub” Would Like to Access
the Camera
Hub needs camera access to scan
QR code.
Don't Allow OK
N J

6. Scan the QR Code below, which will populate the server address and group ID fields.
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Option 2: Manual Entry

7. Alternatively, if you choose to manually enter the required fields, type in the following
information:

Email address or server: wsods.albertahealthservices.ca
Group ID field: BYODMOB1
Tap Next to continue.

4. You will be prompted to log in with your AHS username and password. Enter this info
and tap Next.

4 N

wsods.albertahealthservices.ca

BYODMOB1

28 QR Code

- /

Please be aware it will take 2 — 5 minutes before the next page displays.

5. The next pop up is from the device asking if you would like to save this password. AHS
strongly recommends that you never save any passwords to your device. Please tap
Not Now.

Would you like to save this password to use with
apps and websites?

Save Password

Not Now
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6. The BYOD Terms and Conditions will display and will need to be accepted to continue.

Tap Accept.

.
)

Terms and Conditions

APPLICABILITY

Compliance with this document is required by all
Alberta Health Services employees, members of the
medical and midwifery staffs, Students, Volunteers,
and other persons acting on behalf of Alberta Health
Services (including contracted service providers as
necessary)

[Compliance with the provisions of this document is
required for all prescribers (i.e physicians, dentists,
podiatrists, residents, etc.]

BYOD Policy

ELEMENTS

1. Risks

1.1 Device loss — Prescribers losing a BYO device
could potentially expose patients and corporate
information to unauthorized access.

1.2 Introduction of malware to the AHS' computing
environment

1.3 Breach of HIA (privacy breach)

1.4 Device physically unclean for use in an acute care
space or operating room (eSafety requirement)

Accept
\ 4

7. Alist of workplace services that are required before the app can be installed displays.

Scroll to the bottom of the page and tap Next.

.
0

Workspace Services

This is required before the app can be
installed. You automatically receive:

Direct installation of all
corporate resources.

Secured corporate
network access.

Synchronized apps and content
on all of your devices.

(£l @ [

-
~

An enhanced app experience that
will make you more productive.

@)
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8. A pop-up window will appear asking you to allow Hub to Send You Notifications.
These will allow Workspace ONE to let you know when new applications or upgrades

are available and required for using the self-service portal function. We recommend
you tap Allow.
e

~
“"Hub” Would Like to Send

You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

9. Safari will open and a message will display saying that the website is trying to download
a configuration profile. Tap Allow.
4! TELUS LTE 12:59 PM LB

&8 wsods.albertahealthservices.ca ¢,

This website is trying to download a
configuration profile. Do you want to
allow this?

Ignore  Allow

10. You will be prompted that the Profile has downloaded, tap Close.
A

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close
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11. When the screen below appears, tap Continue.

Secure

Profile download in progress

Tap Here if you are not prompted automatically.

\_ %

12. When prompted to open in Hub by tapping Open.

Openin "Hub"?

Cancel Open

13. Tap Open Settings.

~

Almost done!

Just a few more steps to enable
Workspace Services on your device.

[ Profile Downloaded > ]

1. Inthe ‘Settings’ app, locate and tap
“Profile Downloaded".

2. Install the "Workspace
Services"” Profile.

3. Trust "Remote Management”.

N %
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16. Enter your device passcode when prompted.

/Settings A

Q Search
Martin Saunders
Appl itore
iPhone Not Backed Up o

Profile Downloaded

. /

15. Tap on Install to install the profile.

éa ncel Install Profile Instah

Workspace Services
Workspace

Signed by wsoconsole.albertahealthservices.ca
Verified v

Description Workspace profile to separate work and
personal data and activate access to work
applications and services on your device.

Contains Device Enroliment Challenge

Mare Details

Remove Downloaded Profile

_ /

17. Tap Install.

14. In settings go to the home Settings screen, if it doesn’t automatically open on this
screen, and tap on Profile Downloaded.
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18. A warning message saying that this profile allows an administrator to remotely manage
your device displays. Tap Install.
/Cancel Warning Instalh

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://
wsods.albertahealthservices.ca/
DeviceServices/AppleMDM/Processor.aspx”
to remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions, and
@stall, manage, and list apps on your iPhone./

19. When the Remote Management message displays, tap Trust.
. ™

Remote Management
Do you trust this profile’s source to
enroll your iPhone into remote
management?

Cancel Trust

20. When the profile has finished installing, the Profile Installed page displays. Tap Done.
/ Profile Installed Donh

@ Workspace Services

Signed by wsoconsole.albertahealthservices.ca
Verified v/

Description Workspace profile to separate work and
personal data and activate access to work
applications and services on your device.

Contains Mobile Device Management
Certificate

\More Details /

21. Return to your device Home screen and tap on the Hub app to open.

N

>

Hub
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22. You will be prompted to allow the Workspace ONE server to take Management of the

Intelligent Hub app. Tap Manage.
/

App Management Change
Would you like to let
“wsods.albertahealthservices.ca” take
management of the app “Intelligent
Hub"? Your app data will become
managed.

Cancel Manage

23. The next screen provides general information about what Workspace ONE will do, Tap
Done.

4 N
0

Your IT department will provide you
access to a wide variety of company
resources and apps and notify you if
further action is required.

S - b
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24. When the Privacy page displays, you can scroll down to review the specific data that
your device will share with AHS, to continue the enrollment process you will need to tap |
understand.

/ Privacy \

Your privacy matters.VMware Workspace
ONE collects information to provide secure
access to your work data and applications.
Below you will find an overview of data
collected by Workspace ONE and Hub to
provide optimal performance, security and
support. For information about how your
company handles information collected by
Workspace ONE, please contact your
company.

Contact your company'’s IT administrator if

you want to find out how to un-enroll your
device and discontinue access to this app.

lunderstand

25. When the data sharing page displays you can select either | agree or Not Now. This is
data that is shared directly with VMware to enhance the Workspace ONE app.

(e N

Data Sharing

R

Want an even better app experience?

Help us improve and develop new app features and
functionality that will make you even more productive.

We would like to collect information about your usage
of our app to better understand how users interact with
our apps and how we can improve the app experience.
We analyze this usage data in the aggregate and not in
any way that identifies you. You can change this setting

at any time.

For information about how VMware handles your usage

data if you elect to share this data with VMware, visit
http:/www.vmware.com/help/privacy.html

| AGREE

\ NOT NOwW /
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26. A page allowing you to access your account information displays. You can navigate
away from this page when it appears.

/ Account

chw bvodtest
Dir
Updated Today at 1:02 PM

This Device

Support

\About /

Workspace ONE is now installed in your device. On your home screen, you will see that the
following applications have been installed.

Note: When your area goes live with Connect Care required Epic mobility apps can be installed
via the catalog.

Setting up your AHS email on your device

Warning: If you already have Outlook (not the native iOS mail app) installed on your iPad or
iPhone to manage your personal email it AHS strongly recommends transferring your personal
email accounts to another mail app like Apple Mail. When you remove Workspace one from
your device the Outlook app will also be removed, which means you would need to reinstall
Outlook and configure it to receive your personal emails again.

You need to install the Microsoft Outlook email app to connect to your AHS email in your mobile
device. Once installed, your device will automatically sync to your @albertahealthservices.ca

Email, Contacts, and Calendar.

1. To start setting up your AHS email open the Catalog app &=k
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2. Find the Microsoft Outlook app and tap Install.

All sorted by Date Added(11)
versio Ja
r‘ Intelligent Hub
. version: 19.0a

Microsoft PowerPoint

0 Install

version: 2.29

Microsoft Outlook
C‘ I Instati '

3. A screen will appear with the app details, tap Install to confirm. After a short period a
green message will appear at the bottom of the screen confirming your request was
received.

/

Confirm Installation =

G Microsoft Outlook
Install Microsoft Qutlook?

version; ¢.3.1

You will receive a push Microsoft Office Lens|PDF Scan
notification to continue with )

installation.

Install
version: 2.25

Size: 289.9MB Microsoft Excel

Install

No, thanks Your request to Install was recelved!

4. Find the Microsoft Authenticator app and tap Install.

vmware airwatch

All sorted by Date Added (11)

—
version: 2.29.1

Microsoft Word

w
Install

version: 2.29

Pa B Microsoft Authenticator
o Install
\ version: 6.3.19 4
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5. A screen will appear with the app details, tap Install to confirm. After a short period a
green message will appear at the bottom of the screen confirming your request was
received.

/Confirm Installation PP Microsoft Authenticator N
Processi
Install Microsoft Authenticator? o

version: 6,3.19

You will receive a push : VMware Workspace ONE
notification to continue with :T <1| Install
installation. version: 3.3.7
Size: 65.1MB S Epic Rover
Your request to install was received!
\ Install No, thanks

You can now return to your home screen and wait for the 2 apps to start downloading.
Before the apps download you will receive 2 prompts to confirm, tap Install for both.

/ N [ )
App Installation App Installation
"wsods.albertahealthservices.ca” is "wsods.albertahealthservices.ca” is
about to install and manage the app about to install and manage the app
"Microsoft Qutlook” from the App "Microsaft Authenticator” fram the
Store. App Store.
Your iTunes account will not be Your iTunes account will not be
charged for this app. charged for this app.
Cancel Install Cancel Install
Ao L

6. Return to your device’s home screen and wait for both apps to complete downloading.
Once they are both downloaded tap on the Outlook icon.
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7. After Outlook opens, you will see that your AHS email account has been populated for

you by Workspace ONE. Tap Add Account.
/ 1 Account Found \

@albertahealthser...
naged Exchange Account

Add Account

_ Skip )

8. On the next screen your AHS email settings will be pre-filled. Enter your password and

tap Sign In.

4 7
E Exchange

@albertahealthservice..,

outlook office365.com
h=althy

LoreenOrmon. EMMTest15@albertahealthservice...

A )
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9. Outlook will prompt you to open the Authenticator App to continue. Tap Open

Authenticator.

/

Please Authenticate

-

Open Authenticator

\

/

10. The Authenticator app will request permission to send notifications. Tap Allow.

s

"Authenticator” Would Like to

Send You Notifications

Notifications may include alerts,
sounds, and icon badges.
be configurad in Settings.

These can

Don't Allow

-

Allow

11. Authenticator will warn you it collects non-personal data to complete the setup, tap OK.

menu.

OK
_

[ We gather nun-personally\
identifiable usage data to
help us improve the app. You
can turn this off in settings.
Learn more in the FAQs
available under the Help
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" [)Office365 )

I.l Alberta Health
M Services

@albertahealthser...

Enter password

Password

~argot my Passwort
Fargot my p d

Sign in with another account

N [ son |

need to restart. Tap OK.

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

| OK I
- e—— 0

e . . N
Your IT administrator is now
helping you protect work or

school data in this app.

| OK I
_ —

12. Authenticator will need you to enter your password again and tap Sign In.

13. The Authenticator app will pop up with a note that AHS is protecting the data and you

14. You will get a message telling you AHS is now protecting your data in this app, Tap OK.
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15. Re-open Outlook. You will now need to create a 4 digit passcode for accessing your
AHS email. This should be different from the pin you unlock your device with.

(" N
o3

To access your organization's data
with this app, enter your PIN.

QOO

Forgot your PIN, or need to change it?

16. You will then need to confirm your new pin code.
-~ N

Confirm your PIN,

OCOOO

. J

17. When Outlook opens the next prompt enables outlook to send notifications to your
device. Tap Turn On. With a confirmation to turn on notifications tap Allow.

/
Enable Notifications “"Outlook” Would Like to Send
Outlook uses notifications as a way to You Notifications
make sure your inbox is always up-to- Notifications may include alerts,
date. Disabling them might delay email sounds, and icon badges. These can
delivery. be configured in Settings.
No Thanks ‘ Turn On I Don't Allow Allow
\_ i
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18. The Outlook app will now open and display your Inbox. Outlook is now installed on your
device and will start downloading your mailbox to your device. This may take a few
minutes to complete depending on the number of emails you have.

« Inbox

Other () Filter

Last Month
. AHS Interchange 2019-08-22
AHS Interchange: AHS news and views, ..
Email not displaying correctly? View it in
o your browser, Print Version August 22, 2 J

19. You will now need to sync your AHS email contacts to your phone. From within the
Outlook app Tap on the letter representing your first initial on the upper left-hand side
and Tap the gear icon located in the lower left.

@ Office 365
Favorites
©® O inbox 2
delated item

| Shared Mailbox Reponses

Drafts 18
|—-' Archive
Sroups

| Junk Ema

)
i \ Outbox
‘ | Archived Mail
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20. Tap to select your email address listed under Accounts.

X Settings

Help & Feedback

Accounts

/a1l TELUS = 2:56 PM 91% -\

EI @albertahealthservi...
Office 365

o

~/

21. Turn on Save Contacts and tap Save to My iPhone.

Would you like to save your 368 Outlook contacts
ta your IPhone?

Save to My iPhone

Cancel

22. Click Yes when the prompt appears asking if you are sure you wish to copy your
contacts to the iPhone. All of your contacts will now be available in your Outlook app.
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Deleting your old mail account

The separate calendar and mail apps have now been combined into the single Microsoft
Outlook app. You can now delete your old calendar and mail app — the mail that was in this app
will now appear in the new app. This process will remove ALL AHS email, calendar, contacts,
and reminders that were stored in your old email and calendar app. Note, that personal email
accounts will not be affected. All new AHS mail will be delivered to your new Outlook app.

1. Go to the Settings homepage and tap Passwords & Accounts.
2 Settings N
M rrivacy

iTunes & App Store

B waller & Apple Pay

ﬂ Passwords & Accounts

) wai
\ | Contacts /

2. Select your AHS email account.

ésmtin_qs Passwords & Accounts \

ﬂ Website & App Passwords

AuroFill Passwards

Cloud
AHS Email I
Add Account
N /
3. Tap Delete Account.
s N

Mail Days to Sync 1 Month
Note: If you have a secondary AHS (on-

call or other) account to remove, repeat
Automatic Reply on the steps for that

o J
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